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How does Microsoft 365 Business Premium 
enable security?

How does Microsoft 365 Business Premium 
help in reducing your IT cost and complexity?

What are the key challenges that mission 
driven organizations face in a remote world? 



Microsoft 365 for Business 

Exchange Teams SharePoint OneDrive Outlook Word Excel PowerPoint Publisher Access

Exchange Teams SharePoint OneDrive

Exchange Teams SharePoint OneDrive Outlook Word Excel PowerPoint Publisher Access

Intune Azure Information 
Protection

Conditional 
Access

Defender Windows 
Virtual Desktop

Note: Not all features/product logos shown.

Microsoft 365 Business Basic
Cloud services

Microsoft 365 Business Standard
Cloud services and desktop apps

Microsoft 365 Business Premium
Cloud services, desktop apps, and advanced security



Department of Homeland Security, April 8, 2020, CISA Alert (AA20-099A)

COVID-19 Exploited by Malicious 
Cyber Actors

“…groups and cybercriminals are 
targeting individuals, small and 
medium enterprises, and large 
organizations with COVID-19-
related scams and phishing emails.”

World, Health Organization, 23 April 2020 News release 

WHO reports fivefold increase in 
cyber attacks, urges vigilance

“Since the start of the COVID-19 
pandemic, WHO has seen a dramatic 
increase in the number of cyber 
attacks directed at its staff, and email 
scams targeting the public at large.”

Amidst a backdrop of increased COVID-19 related cyberattacks
Let TSI Support your Security Expertise with AccountGuard

https://www.us-cert.gov/ncas/alerts/aa20-099a
https://www.who.int/news-room/detail/23-04-2020-who-reports-fivefold-increase-in-cyber-attacks-urges-vigilance
https://www.microsoft.com/en-us/nonprofits/data-security


Easily secure and 
manage devices

Protect against 
cyberthreats and data loss

Collaborate in 
real time

. 

Microsoft 365 Business Premium
Comprehensive productivity and security toolkit for small and medium businesses 

Enable remote access 
and protect identity 

.



Collaborate in real time



Collaborate with coworkers, customers and partners 

Real-time 
teamwork

Online meetings 
from anywhere

External 
Collaboration



Real-time teamwork with Microsoft Teams

Easily access your files, chats, and apps in one 
single workspace- across desktop, web and mobile 

Co-author files simultaneously with popular 
Microsoft 365 apps- like Word, Excel, and 
PowerPoint.

Stay in sync and collaborate through 1:1 chat and 
conversations centered around workstreams

Work together in one solution for real-time communications and collaboration. 



Online meetings from anywhere

Make meetings easier with meeting scheduling 
assistant, screen sharing ability and collaborative 
note taking as part of online meetings

Record and transcribe meetings and calls for 
easy sharing and replay

Get high-quality audio, video backed by 
enterprise-grade security and compliance.

Intelligent and Inclusive capabilities such as Live 
captions, In-Message translation, Background 
blur, Meeting recording transcriptions

Host audio, video and web meetings with anyone within or outside your organization



External collaboration

Easy, secure external guest access enables you to 
collaborate with people outside your organization by 
granting them access to existing teams and channels 

Schedule a Teams meeting with anyone who has a 
valid business or consumer email address. 

Make & receive phone calls from anywhere with a 
cloud-based phone system built in Teams. 

Engage with your customers and partners to 
chat, meet, call, and collaborate in one place



Enable secure remote access and protect identity



Protect against lost 
and stolen passwords

Secure access to 
work apps 

Enable remote 
desktop access

Remote work starts with securing identity and access



SMS, 
voice

Hard 
Tokens OTP

Windows 
Hello

FIDO2 
security key 

Push 
notification

Soft 
Tokens OTP

Microsoft
Authenticator

Biometrics

Protect against lost or stolen passwords with MFA
Verify user identities with strong authentication

1 Source: https://www.microsoft.com/security/blog/2019/08/20/one-simple-action-you-can-take-to-prevent-99-9-percent-of-account-attacks/ based on MSFT internal study 

https://www.microsoft.com/security/blog/2019/08/20/one-simple-action-you-can-take-to-prevent-99-9-percent-of-account-attacks/


Secure access to work apps – with Azure Active Directory
Azure AD Premium P1 is now included with Microsoft 365 Business Premium

Enable your employees to remotely access 
on-premises apps without opening broad 
access to your network with App Proxy1

Control “where, when and who” connects 
to Office apps with Conditional Access

Automatically add/remove users to 
security groups and reduce IT overhead 
with Dynamic Groups

1We are rolling out the full Azure AD Premium P1 capabilities to new Microsoft 365 Business Premium customers. Rollout to current
Microsoft 365 Business Premium subscribers is scheduled to complete by July. For more details refer to the blog announcement.

https://techcommunity.microsoft.com/t5/small-and-medium-business-blog/azure-active-directory-premium-p1-is-coming-to-microsoft-365/ba-p/1275496


Deliver the only multi-session Windows 10 
experience that’s highly scalable and stays up to date

Enable optimizations for Office

Migrate RDS desktops and apps and 
simplify licensing and reduce costs

Deploy and scale in minutes. Manage with ​unified 
admin interface in Azure Portal

Support any end-user device platform 
including Windows, Android, Mac, iOS, and HTML 5

Enable remote desktop access with Azure Virtual Desktop






Protect against cyber threats and data loss 



Protect users against cyberthreats with Advanced Threat Protection

Get AI-powered malware scanning for attachments in email 
and shared document links in Teams and OneDrive with ATP 
Safe Attachments

Protect against malicious links in email or Teams with real 
time scanning using ATP Safe Links

Defend against impersonation and spoofing with ATP anti-
phishing 

Get better protection on Windows devices against 
suspicious processes like ransomware with Microsoft 
Defender AV



Safeguard business data with DLP and Azure Information Protection

Control whether an email can be forwarded, 
printed, or viewed by non-employees. 

Control whether a document can be edited, 
printed, or viewed by non-employees. You can 
also revoke access. 

Prevent sharing of sensitive information like credit 
card numbers using preconfigured DLP policy 
templates for HIPAA, PCI_DSS, SSN etc 



New! Get visibility into cloud app use with Cloud App Discovery

Note: We are rolling out the full Azure AD Premium P1 capabilities to new 
Microsoft 365 Business Premium customers. Rollout to current Microsoft 365 
Business Premium subscribers is scheduled thereafter over the next few months. 
For more details refer to the blog announcement.

Discover cloud app usage to understand 
shadow IT risk

Understand the security of your cloud apps
with risk assessment for 16,000+ cloud apps

Understand usage patterns and identify high 
risk users. Export data for additional analysis

Prioritize applications to bring under IT control 
and integrate applications to enable single 
sign-on and user management

https://techcommunity.microsoft.com/t5/small-and-medium-business-blog/azure-active-directory-premium-p1-is-coming-to-microsoft-365/ba-p/1275496


Secure personal and company owned devices



Manage work data on mobile devices with Intune
Enroll devices for
management

Provision settings, 
certs, profiles

Report & measure device 
compliance

Remove corporate
data from devices 
remotely

Publish mobile
apps to users

Configure and
update apps

Enforce that work data 
cannot be saved on 
personal apps 

Secure & remove 
corporate data within 
mobile apps

Mobile Application
Management (MAM)

Conditional Access:
Manage which apps can be 
used to access work email or 
files on personal devices

Mobile Device
Management (MDM)

Conditional Access:
Manage access to company 
owned devices.



Example: Managing work data on personal devices  

Corporate
data 

Personal 
data

MAM policy to 
secure work data

Email 
Attachment

Copy Paste Save

Save to 
personal storage

Paste to 
personal app

M
anaged apps

Personal apps

Azure Information Protection (AIP) 
empowers you to specify access 

controls for work data

Separate company managed apps from 
personal apps, and set policies on how 
work data is accessed from managed 

apps

Intune APP helps ensure 
corporate data can’t be copied 
and pasted to personal apps 

within the device

OneDrive for 
Business

OneDrive (personal)



Secure Windows devices with Defender & Intune 

Require automatic updates on all 
of your Windows 10 devices

Enforce Microsoft Defender 
protections against malware

Require use of BitLocker encryption 
to prevent unauthorized access



Why choose Microsoft 365 Business Premium? 



Microsoft 365 Business Premium Benefits 

Comprehensive and easy to use
One solution for productivity and security

Cloud platform simplifies deployment
Gets you up and running quickly

Reduces costs
Eliminates costs of multiple point solutions

Reduces helpdesk costs
Eases licensing complexity

Enterprise grade technology
Integrated security; trusted by enterprises

AI powered threat intelligence 
Top rated security vendor 

Enable your business to run from anywhere, with peace of mind 



Microsoft’s unique vantage point on security

Platforms Transactions

Cloud activities inspected, 
monitored, and controlled in 2019

User activities profiled 
and analyzed in 2019

Endpoint vulnerabilities 
discovered daily

Malicious and suspicious 
messages blocked in 2019



Access
Management

Cloud Access
Security Brokers

Enterprise
Information Archiving

Endpoint
Protection Platforms

Unified Endpoint
Management Tools

*Gartner “Magic Quadrant for Access Management,” by Michael Kelley, Abhyuday Data, Henrique, Teixeira, August 2019
*Gartner “Magic Quadrant for Cloud Access Security Brokers,” by Steve Riley, Craig Lawson, October 2019
*Gartner “Magic Quadrant for Enterprise Information Archiving,” by Julian Tirsu, Michael Hoech, November 2019
*Gartner “Magic Quadrant for Endpoint Protection Platforms,” by Peter Firstbrook, Dionisio Zumerle, Prateek Bhajanka, Lawrence Pingree, Paul Webber, August 2019
*Gartner “Magic Quadrant for Unified Endpoint Management Tools,” by Chris Silva, Manjunath Bhat, Rich Doheny, Rob Smith, August 2019
These graphics were published by Gartner, Inc. as part of larger research documents and should be evaluated in the context of the entire documents. The Gartner documents are available upon request from Microsoft. Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology 
users to select only those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner’s research organization and should not be construed as statements of fact. Gartner disclaims all warranties, express or implied, with respect to this research, including any warranties of merchantability 
or fitness for a particular purpose. GARTNER is a registered trademark and service mark of Gartner, Inc. and/or its affiliates in the U.S. and internationally, and is used herein with permission. All rights reserved.

Microsoft Security—a leader in 5 Gartner magic quadrants



Microsoft Defender consistently rated top AV

AV-TEST: Protection score of 6.0/6.0 
in the latest test

AV-Comparatives: Protection rating of 
99.9% in the latest test

SE Labs: AAA award in the latest test

MITRE: Industry-leading optics and 
detection capabilities
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https://docs.microsoft.com/en-us/windows/security/threat-protection/intelligence/top-scoring-industry-antivirus-tests

https://docs.microsoft.com/en-us/windows/security/threat-protection/intelligence/top-scoring-industry-antivirus-tests


Thank you!



Learn More:

Start your Social Impact journey:
Get Verified for Nonprofit Offers with TSI

Explore TSI Offers, Comparisons, and FAQs:
TSI Offers

https://www.microsoft.com/en-us/nonprofits/
https://www.microsoft.com/en-us/nonprofits/offers-for-nonprofits
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